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About Presenter’s Firm

Galorath provides solutions for program offices and projects

Best known for the SEER Models for Software, IT, Systems Engineering, Manufacturing, and Hardware

We are more than a software solution

We are more than professional service providers

Sure, we allow brands to understand estimated costs and time to completion and other valuable metrics 
that deliver future knowledge

But we want to do more than that, and BE more than that to the organizations we touch

Employee Owned

We exist to empower informed decision making so that organizations can 
achieve their goals with greater confidence.

Title of Presentation
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Key CAI Offerings

ÅApplication Support Outsourcing

ÅApplication Development

ÅService Desk

ÅServiceNow

ÅAgile & Testing Services

ÅDevOps

ÅManaged Services Provider

ÅAutism2Work

ÅContingent Staffing Solutions

ÅDigital Accessibility Audit

ÅIntelligent Automation

ÅGovernance

ÅContingent Staffing Solutions

ÅLearning Services

www.cai.io

Privately Held Since 1981 / Approaching $700M in Revenue

CEO, Founder, and Owner: Anthony J. Salvaggio
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Listen and Learn From ANYWHERE!
SUBSCRIBE at GREATPRO.ORG/SUBSCRIBE 

DOWNLOAD the free app at GREATPRO.ORG/MOBILE
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Covidand IT Contents

1. What we are 
learning  and how 
we were surprised

2. What we can do 
about COVID type 
challenges for the 

future

3.  Cybersecurity 
Challenges
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Arguably COVIDIs a Posterchild For 
Black Swans
ÅBlack swan = unpredictable event that is beyond what is 

normally expected of a situation and has potentially severe 
consequences

ÅBlack swans: extreme rarity, severe impact, and the 
widespread insistence they were obvious in hindsight

ÅMany argue COVIDwas a white swan, a known unknown

ÅCOVIDis a black Swan 

ÅOriginally an “unknown unknowns,”

ÅNow a known unknown
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So Much Of America Wasn’t Ready

ÅCorporate
ïWork at Home Remote access to data

ïWork at home security with employee home setups

ïProductivity challenges

ÅPersonnel
ïWork from home

ïKids at home

ïInadequate space and
technology at home
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Introverts and Extroverts Are Struggling

Å Introverts
Å Energized by being alone
Å Zoom can feel intrusive
Å Too much eye contact
Å Hard to get real alone 

time
Å phone calls may be 

preferred to video calls,
Å Communicating via text 

may be preferred to 
phone calls

Å Introverts may want to 
turn off their cameras on 
video calls

ÅExtroverts

ÅEnergized by being 
people

ÅCan't visit their 
colleagues

ÅMissing 
interactions

ÅVideo meeting 
preferred over 
phone call
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Work From Home Saving Employees 
Costs (CIOdive/ Gartner)

ÅRemote working saving employees commuting 
costs, wardrobe, lunch, and time

ÅHomeschooling all over the place
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Anticipated Work From Home Post 
Pandemic (Source Gartner)

Å25 percent of those surveyed expect 10 percent of their 
employees will remain remote

Å 17 percent expect 20 percent will remain remote,
Å 4 percent expect 50 percent will remain remote
Å2 percent expect over 50 percent of employees now working 

from home to permanentlywork from home
Å20 percent of respondents have deferred on-premises 

technology spend
Å12 percent  plan to defer
Å13 percent already cut real estate expenses
Å9 percent plan cut real estate expenses

https://www.crn.com/slide-shows/running-your-business/behind-the-scenes-here-s-a-look-at-the-home-offices-of-40-channel-execs
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Software Productivity During Pandemic  
Predicts Future
“Our firm has always had a team-oriented apprenticeship culture, and we benefit from being and working 
together,” Goldman

Å Facebook, Fujitsu, Nationwide, Otis,Siemens, Twitter, announced large portions of their workforces may or 
must work remotely from now on

Å Saves money and may increase productivity

Å survey by Korn Ferryfound that 64% of workers feel that they’re more productive at home. 

Å Apple,Amazon, Goldman,Google, and others not offering  permanent WFH
Å When employers offer indefinite WFH, they’re messing with something more powerful than they may realize.

Å Chegg Online Learning
ï Expected 15-20% productivity loss
ï Actual Employees became more productive
ï “Without long commutes, small talk with colleagues and leisurely coffees in the break room, many workers —
especially those who don’t have to worry about child care —are getting more done.”

Å “We’re seeing an increase in productivity,” said Fran Katsoudas, Cisco’s chief people officer.
Å Splunk Engineering thriving… Sales and customer service having harder time

Å Burnout is a risk

https://fortune.com/company/facebook/
https://fortune.com/global500/2019/fujitsu/
https://fortune.com/company/nationwide/
https://fortune.com/global500/2019/siemens/
https://fortune.com/company/twitter/
https://www.kornferry.com/insights/articles/returning-to-office-coronavirus#:~:text=In%20the%20new%20Korn%20Ferry,tied%20down%20to%20a%20desk.
https://fortune.com/company/amazon-com/
https://fortune.com/company/alphabet/
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Net Productivity Nearly Same But Hours 
May Be More (Valoirresearch)
Å Remote work reduced productivity by 1%
Å With children reduced productivity  by 2%. 
Å Working alone (no one at home) reduced productivity by 3%
Å average work day is 9.75 hours
Å Average start time of 8:15 am and an average end time of 6 pm. Most people are working 

during normal work hours, with fewer than 10 percent starting before 7 am or extending their 
workday beyond 7 pm.

Å Workday included  ~2 hours social media
ï One third  - even many with children -nearly two hoursdaily.

Å Most people believe their company is doing a good job supporting remote work
Å Job security is the number one worry. More than one-third of workers say concerns about 

their company's viability or their job security is their primary concern -- far ahead of illness of 
themselves, a family member, or loved one.

Å BURNOUT IS YET TO BE ACCOUNTED FOR

https://www.zdnet.com/article/the-average-
productivity-loss-of-remote-work-is-1/
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Office Design Challenges: No Hotel 
Offices, No Crowded Offices
ÅAnd workplaces previously using hot-desking will 

likely need to reconsider their arrangements. 

ÅBustling offices with multiple people using the 
same desk space would be hotbeds for 
transmission.

ÅMany businesses stagger work-shifts 

ÅKeep offices safer with social distancing

ÅCommuters no longer needing to all travel to and 
from work at the same time
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Work From Home Could Drop 
Residential Property Values

ÅNo need to be commuting distance of the office

ÅCan live wherever most convenient or desirable

ÅThis is a dual edge sword for workers

ïDepending on if you are buying or selling
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Why Cloud Now?

16
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CovidMakes Cloud Inevitable Deloitte)

ÅCloud provides the agility and scalability to 
mitigate COVIDand other crises, more effectively 
and provide potential business continuity
ÅOn premises systems could not be serviced for a 

while during COVID
ïOr what if the whole local team is ill and cantwork or 

repair something.
Pandemic is catalyst for change
So purse strings open for Cybersecurity no one would 
fund last year

But economic downturn makes money tight again
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Cost Cutting In Planned IT Investments 

ÅForrester: tech budgets would drop by ~9% in 
2020,  5% in 2021
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Some Potential Cloud Black Swan Costs 
Of Depending More On Cloud
http://www.datacenterknowledge.com/archives/2012/12/05/the-cloudy-side-of-cloud-computing/

Å 93% of any size US businesses with more than 10 days outage file for bankruptcy 
within a year, 

Å One hour downtime costs (excluding refunds, fines, etc)
ï 98% of businesses at least $100,000, 
ï 86% of businesses $300,000 or higher 
ï 34% of businesses between $1 million - $5million!  Investors title company

Å Security & Breaches: Anticipate growing Malicious attacks and accidental data loss
Å Outages: 2007- late 2012 568 hours downtime between 13 major cloud carriers. 

Cost the customer base about $72 million (International working group on cloud 
computing resiliency)

Å Learning curve: Successful cloud model takes knowledge around multiple 
technological disciplines. Once in place, however, managing can also be issue

Å Vendor lock-in:Migrating cloud environment to anther provider difficult… Not often 
considered in decision analyses

Å Data portability and porting costs
Å Software modification Costs (PaaS)
Å Software Setup (Saas)
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Cybersecurity Is Nothing To Worry About
“NOT”

20
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Time is Not On Our Side

ÅSignificant increase in cyber load

ÅMore attacks (phishing with COVID)

ÅHackers have more time
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Cyber Danger Increasing (Source CIOdive.com}

Å Remote workincreased the attack surfacefor malicious actors trying to 
entry networks.

Å IT leaders shifting cybersecurity spending towarddefensive measures such 
as multi-factor authentication or endpoint detection and response.

Å Government warns of a rise in phishing attacks cloaked in coronavirus 
outreach

Å FBIwarned of anuptick in phishing schemes—

https://www.ciodive.com/news/coronavirus-impact-IT-budgets/574739/
https://www.ciodive.com/news/cybersecurity-phishing-coronavirus-fbi/575683/
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Cybersecurity
Å Cyber Security means different things to different sets 

of people, e.g. 
Å personal, 
Å small business, 
Å large business, 
Ånational security, … 

Å Information security performs four important 
functions for an organization:
ÅProtecting the organization’s ability to function
Å Protecting the data and information the 

organization collects and uses
Å Enabling the safe operation of applications 
running on the organization’s IT systems

ÅSafeguarding the organization’s technology 
assets

Å Includes
Á Physical security/Infrastructure
Á Local Hosts
Á Local Networks
Á Perimeter

23

A Life Cycle Cost Estimate should address all costs; Protection, Detection, and 
Response
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Real World Case of Ransomware

ÅWannaCry
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At this point, the incident response 
team was working on three 
different fronts: one to try to break 
the ransomware encryption, 
another to try to identify other 
systems that were vulnerableto this 
type of attack, and another one 
working to communicate the issue 
to the press.

Diogenes, Yuri. Cybersecurity –Attack and Defense Strategies: Counter 
modern threats and employ state-of-the-art tools and techniques to protect 
your organization against cybercriminals, 2nd Edition . Packt Publishing. Kindle 
Edition. 
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Central 
Cyber 

Threats

8

Every cyber decision hinges upon two questions:

Will it work, and is it affordable

Some threats are easier to cost than others

It is not just about hardware/software solutions

Some suggest the cost of protection is greater than 
the cost to develop a threat

Key Threat Actors
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Security Is 
A Risk: 
Microsoft 
January 
2020

ñItôs hugeðI canôt even start to describe 
how big it is.ò The reason for the 
hyperbole is that Balmas says his team 
found the first remote code execution 
(RCE) exploit on a major cloud platform. 
One user could break the cloud isolation 
separating themselves and others, 
intercepting code, manipulating programs. 
That isolation is the basis of cloud 
security, enabling the safe sharing of 
common hardware.

3
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Approaches To Cybersecurity Cost 
Analysis

ÅEconomic/Cost Benefit Model –excellent for some 
business decisions –however, some benefits (life, safety, 
security) are difficult to quantify

ÅBottoms-Up/Engineering Build Up Model –great way to 
effectively cost what is defined –however, we face the 
classic “know, unknown, and unknown-unknown issue”*

ÅTop-Down/Parametric Model –based on statistically 
valid cause and effect relationships –however, data is 
the key

*In a news briefing in February 2002, the United States Secretary of Defense, Donald Rumsfeld, responded to a question with aphrase that continues to be used even today by the intelligence 
community. He said: "As we know, there are known knowns; there are things we know we know. We also know there are known unknowns; that is to say we know there are some things we do not 
know. But there are also unknown unknowns—the ones we don't know we don't know."

27



Reuse: Watch Out For Low Cost Assumptions on 
“Heritage” Porting To Cloud

ÅReuse or Heritage: applying existing software to a new 
mission (or additional innovation in its current mission)

ÅEffort to reuse software is routinely under-estimated

Design

Test

Implementation
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Evaluate Total Ownership Costs, Not Just Developments:IT Systems Total Ownership 

Costs; 60+% Can Be Infrastructure & Services

SoftwareCost≈DevCost+ DevCost* 3

ITCost≈SoftwareCost* 3

OwnershipCost≈SoftwareCost+ ITCost

If $500mSpent OwnershipCostcould be $4.5b
IF Development costs are complete
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Many Want To Prove The World Hasn’t Changed 
Confirmation Bias (Source: Beinghuman.org)

ÅGive more weight to information that confirms what we 
already believe
ïAutomatic unconscious way our brains process information
ïSelectively remember information that confirms what we 

already think
ïWhen we approach new information, we interpret it in a 

biased way
ïSpin news story so it vindicates their own beliefs?

ÅWe subconsciously only pay attention
to the information that confirms
what is already known
ïEven if what we know is wrong
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Correlation Between Attacks and User*

*Diogenes, Yuri. Cybersecurity –Attack and Defense Strategies: Counter modern threats and employ state-of-the-art tools and 
techniques to protect your organization against cybercriminals, 2nd Edition . Packt Publishing. Kindle Edition. 
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Chapter 1: Security Posture 

 

 

 

 

 

Å Information systems 
now are so complicated 
that U.S. companies 
need more than 200 
days, on average, just to 
detect a breach.

Å On average 75% of 
attacks are External and 
25% Internal.

ÅWith more “remote” 
work, there will be 
more vulnerability
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Questions?

Title of Presentation

www.greatpro.org
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