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About Presenter’

Galorath provides solutions for program offices and projects

Best known for the SEER Models for Software, IT, Systems Engineering, Manufacturing, and Hardware
We are more than a software solution

We are more than professional service providers

Sure, we allow brands to understand estimated costs and time to completion and other valuable metrics
that deliver future knowledge

But we want to do more than that, and BE more than that to the organizations we touch

Employee Owned

We exist to empower informed decision making so that organizations can
achieve their goals with greater confidence.
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Key CAIl Offerings

A Application Support Outsourcing A Autism2Work

A Application Development A Contingent Staffing Solutions
A Service Desk A Digital Accessibility Audit

A ServiceNow A Intelligent Automation

A Agile & Testing Services A Governance

A DevOps A Contingent Staffing Solutions
A Managed Services Provider A Learning Services

Privately Held Since 1981 / Approaching $700M in Revenue
CEO, Founder, and Owner: Anthony J. Salvaggio
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ArguablyCOVIDs a Posterchild For
Black Swans

A Black swan = unpredictable event that is beyond what is
normally expected of a situation and has potentially severe
consequences

A Black swans: extreme rarity, severe impact, and the
widespread insistence they were obvious in hindsight

A Many argueCOVIDwas a white swan, a known unknown

A COVIDs a black Swan
AOriginally an “IiSKnOV\
A Now a known unknown  _ =
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So Much Of Amer |

A Corporate
I Work at Home Remote access to data
I Work at home security with employee home setups
I Productivity challenges

A Personnel
I Work from home
I Kids at home

I Inadequate space and
technology at home
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Introverts and Extroverts Are Struggling

A Introverts A Extroverts

A Energized by being alone _ _

A Zoom can feel intrusive A Energized by being

A Too much eye contact people

A Eﬁred to get real alone R Can't visit their

A phone calls may be colleagues
preferred to video calls, A Missi

A Communicating via text viissing
mhay be prleferred to Interactions
phone calls . .

A Introverts may want to A Video meeting
turn off their cameras on preferred over
video calls phone call
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Work From Home Saving Employees

CostSciodive Gartner)
A Remote working saving employees commuting
costs, wardrobe, lunch, and time

A Homeschooling all over the place

Three-quarters of companies expect some permanent shift to remote work

What portion of the workforce X% of CFOs expect to remain remote

0% will remain remote

5% will remain remote

27%

20% will remain remote

50% will remain remote

More than 50% will remain v
remote
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Anticipated Work From Home Post
Pandemic (Source Gartner)

A 25 percent of those surveyed expdd percentof their
employees will remain remote

A 17 percent expec®0 percentwill remain remote,
A 4 percent expecb0 percentwill remain remote

A 2 percent expecbver 50 percenpf employees now working
from home to permanentlwork from home

A 20 percent of respondents have deferred-premises
technology spend

A 12 percent plan to defer
A 13 percent already cut real estate expenses
A 9 percent plan cut real estate expenses

11 :Great

IT Professional.


https://www.crn.com/slide-shows/running-your-business/behind-the-scenes-here-s-a-look-at-the-home-offices-of-40-channel-execs

Software Productivity During Pandemic
Predicts Future

OQur f i1 r m has -oddntedaagpsentibeahtp cudturet, ancvme benefit from being and working

together,” Gol dman

A FacebookFujitsu Nationwide Otis,SiemensTwitter, announced large portions of their workforces may or
must work remotely from now on

A Saves money and may increase productivity

A surveybyKornFerfyound that 64% of workers feel that th:

A Apple,Amazon GoldmanGoogle and others not offering permanent WFH

A When employers offer indefinite WFH, they’'re me

A Chegg Online Learning

A

12

T Expected 18220% productivity loss
T Actual Employees became more productive

i “Without I ong commutes, small talk with coll-eagu:

especially those who don—ar bdagettionguomoye attomeée . C|
“We’ re seeing an i ncr &atsoedasi nCipsrcood usc tcihviietfy ,p’e ospalie
Splunk Engineering thriving.. Sales and customer

Burnout is a risk
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https://fortune.com/company/facebook/
https://fortune.com/global500/2019/fujitsu/
https://fortune.com/company/nationwide/
https://fortune.com/global500/2019/siemens/
https://fortune.com/company/twitter/
https://www.kornferry.com/insights/articles/returning-to-office-coronavirus#:~:text=In%20the%20new%20Korn%20Ferry,tied%20down%20to%20a%20desk.
https://fortune.com/company/amazon-com/
https://fortune.com/company/alphabet/

Net Productivity Nearly Same But Houl
May Be More Valoirresearch)

Remote work reduced productivity by 1%

With children reduced productivity by 2%.

Working alone (no one at home) reduced productivity by 3%
average work day is 9.75 hours

Average start time of 8:15 am and an average end time of 6 pm. Most people are working _
during normal work hours, with fewer than 10 percent starting before 7 am or extending their
workday beyond 7 pm.

Workday included ~2 hours social media
I One third - even many with childremearly twohoursdaily

Too J>o T To Do

o

Most people believe their company is doing a good job supporting remote work
Job security is the number one worry. More than onethird of workers say concerns about

their company's viability or their job security is their primary concefar ahead of iliness of
themselves, a family member, or loved one.

o 3>

A BURNOUT IS YET TO BE ACCOUNTED FOR

13 https://www.zdnet.com/article/the-average :Great
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Office Design Challenges: No Hotel
Offices, No Crowded Offices

A And workplaces previously using kaésking will
likely need to reconsider their arrangements.

A Bustling offices with multiple people using the
same desk space would be hotbeds for
transmission.

A Many businesses stagger weshifts
A Keep offices safer with social distancing

A commuters no longer needing to all travel to and
from work at the same time
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Work From Home Could Drop
Residential Property Values

A No need to be commuting distance of the office
A Can live wherever most convenient or desirabl

A This is a dual edge sword for workers
I Depending on if you are buying or selling
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Why Cloud Now?

Woulda
Coulda

0 ():Great
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CovidMakes Cloud Inevitable Deloitte)

A Cloud provides the agility and scalability to
mitigate COVI[and other crises, more effectively

and provide potential business continuity

A On premises systems could not be serviced for a
while duringCOVID
I Or what if the whole local team is ill agdntwork or
repair something.
Pandemic Is catalyst for change
So purse strings open for Cybersecurity no one would

fund last year
But economic downturn makes money tight again

17 :Great
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Cost Cutting In Planned IT Investments

CFOs considering cost-cuts focus on CapEx, workforce investments

Investment categories 67% of CFOs considering for cancelation or deferral

Workforce 67%
IT 53%
R&D 27%

Digital transformation 25

Customer experience 5

Environment, social,
governance activies

=]
Pt
—
=2
<o
5=

Cybersecurity or privacy . 2%

A Forrester: tech budgets would drop by ~9% in
18 2020, 5% IN 2021 gGreat
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Some Potential Cloud Black Swan Cos
Of Depending More On Cloud

http://www.datacenterknowledge.com/archives/2012/12/05/theloudy-side-of-cloud-computing/

A
A

T> T

2330 Do Do Io

93% of any size US businesses with more than 10 days outage file for bankruptcy
within a year,
One hour downtime costs (excluding refunds, firets)

I 98% of businesses at least $100,000,

I 86% of businesses $300,000 or higher

I 34% of businesses between $1 millidbmillion! Investors title company

Security & Breaches: Anticipate growing Malicious attacks and accidental data loss

Outages: 2007 late 2012 568 hours downtime between 13 major cloud carriers.
Cost the customer base about $72 million (International working group on cloud
computing resiliency)

Learning curve: Successful cloud model takes knowledge around multiple
technological disciplines. Once in place, however, managlng can also be issue

Vendor lock-in:Mi grating cl ou t o
considered in decision analyses

Data portability and porting costs
Software modification Costs (PaaS)
Software Setup (Saas)

WORK ON-SITE

g/ IT Professional.
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Cybersecurity Is Nothing To Worry About
F NOT
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Time I1s Not On Our Side

A Significant increase in cyber load
A More attacks (phishing witEOVID
A Hackers have more time
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Cyber Danger Increasingcos...

o Do T»  Ix
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Remote workincreased the attack surfacder malicious actors trying to
entry networks.

IT leaders shifting cybersecurity spending towdefensive measures such
as multifactor authentication or endpoint detection and response.

Government warns of a rise in phishing attacks cloaked in coronavirus
outreach

FBIwarned of aruptick in phishing schemes-

Execs focus on MFA, endpoint detection and response
IT executives' top cybersecurity spending priorities after COVID-19, by % of respondents

Multi-factor
authentication

response

Encrypted
communication

Password management

EGreat
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https://www.ciodive.com/news/coronavirus-impact-IT-budgets/574739/
https://www.ciodive.com/news/cybersecurity-phishing-coronavirus-fbi/575683/

Cybersecurity

A nyber Security means different things to different sets
of people, e.q.

A personal,
A small business,
A large business,
Anational security,
A Information security performs four important
functions for an organization:
AProtecting the organi z

A Protecting the data and information the
organization collects and uses

A Enabling the safe operation of applications
running on the organi z

A Safeguarding the organ
assets

A Includes Availability

A Physical security/Infrastructure
A Local Hosts
A Local Networks

A Perimeter e

A Life Cycle Cost Estimate should address all cBstéection, Detection, and

23 Response @ :Great
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Real World Case of Ransomware

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
S our decryption service.
ayment wil e
Payment will be raised on B .0 [ Recover My Files?
51672017 00:47:55 Sure, We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>,
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever,
all We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on
How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

512012017 00:47:55

Send $300 worth of bitcoin to this address (
bitcoin =
et [1219YDP gwueZ9NyMgw519p7AABIsjr6SMw

— EENCTTTTEE T TEE.
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At this point, the incident response
team was working on three
different fronts: one to try tdoreak
the ransomware encryptian
another to try toidentify other
systems that were vulnerable this
type of attack, and another one
working tocommunicate the issue
to the press

Diogenes, Yuri. Cybersecuritttack and Defense Strategies: Counter

modern threats and employ statef-the-art tools and techniques to protect

your organization against cybercriminals, 2nd Edition . Packt Publishing. Kindle
Edition.
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Every cyber decision hinges upon two guestions:
Will it work, and is it affordable

Key Threat Actors
Central 5 e o oF &
Cyber Criminals Hacktivists Criminal Competitors Foreign Disgruntled

Hackers Nations Employees

Threats

Mass Untargeted Targets Individuals

Some threats are easier to cost than others
It is not just about hardware/software solutions

Some suggest the cost of protection is greater than
the cost to develop a threat

(f):Great
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Security Is
A Risk:
Microsoft

January
2020
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At& huged | cand even start to describe

how big it is.0The reason for the

hyperbole is that Balmas says his team

found the first remote code execution

(RCE) exploit on a major cloud platform.

One user could break the cloud isolation
separating themselves and others,
Intercepting code, manipulating programs.
That isolation is the basis of cloud

security, enabling the safe sharing of ,

common hardware.

/
7
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Approaches To Cybersecurity Cost

Analysis
A Economic/Cost Benefit Modelexcellent for some
business decisionshowever, some benefits (life, safety,
security) are difficult to quantify

A BottomsUp/Engineering Build Up Modelgreat way to
effectively cost what is definedhowever, we face the
classic “know, unhkhkowowwn B

A TopDown/Parametric Model based on statistically
valid cause and effect relationshipfiowever, data is
the key

*In a news bri f ng in February 2002, th U ited States Sec y fo e, Donald Rumsfeld, responded to pbrasetlthat ontinues to be used e tdybyth intelligen
comm tyH d "As we know, there are kn wk own th thgwk ow we know. We also kn wth ommsmhimmst ywk wth mthgwd not
know. But ther also unknown unkn wnm wedontknoww don't know."
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Reuse: Watch Out For Low Cost Assumptions on
“Heri tage” Porting To CIl ol

A Reuse or Heritage: applying existing software to a ne
mission (or additional innovation in its current missiol

A Effort to reuse software is routinely undestimated

Test

Implementation Design



Evaluate Total Ownership Costs, Not Just Developmardgstems Total Ownership
Costs; 60+% Can Be Infrastructure & Services

Total Ownership Cost: Typical
Relative Cost By Activity

W Software
Development

B Software Maintenance

W T Infrastructure &
Services

SoftwareCost DevCost# DevCost 3
ITCost= SoftwareCost 3

OwnershipCost SoftwareCost ITCost

If $500mSpentOwnershipCostould be #.5b

29 |F Development costs are complete tGreat
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Many Want To Prove The
CO nfl rmatlon B I agource: Beinghuman.org)

A Give more weight to information that confirms what we
already believe

I Automatic unconscious way our brains Process Information

I Selectively remember information that confirms what we
already think

I When we approach new information, we interpret it in a
biased way

I Spin news story so it vindicates their own beliefs?
A We subconsciously only pay attention

to the iInformation that confirms
what Iis already known

I Even if what we know is wrong m

30 ”""'"‘Eru_,r‘uw‘
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Correlation Between Attacks and User

A Information systems
now are so complicated
that U.S. companies
need more than 200
days, on average, just to
a detect a breach.
ﬁ A On average 75% of

Cloud resources

attacks are External and
Cybercriminal 25% Internal.
AWith more “remo
\ work, there will be
more vulnerability

Cloud Provider

ﬂ‘

Customer

() Threat
and countermeasures

Mobile (BYOD)
/ . Threat
and countermeasures .
Corporate-owned Threat
@ device Y and countermeasures
Tablet (Personal device)
N\ Threat
and countermeasures

On-premises resources

*Diogenes, Yuri. Cybersecuriyttack and Defense Strategies: Counter modern threats and employafdle-art tools and
techniques to protect your organization against cybercriminals, 2nd Edition . Packt Publishing. Kindle Edition.
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Questions?
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